201 CMR 17.00

 For

 DUMMIES
It’s all about preventing identity theft and threats from outside hackers, inside employees, thieves and former employees. Created in wake of big breaches at big companies. Info on wealthy seasonal MV residents may be attractive target but for most of you it’s common sense:

· Lock file cabinets & offices, use a shredder.
· Restrict access to only those who must use information and only keep information you need,

· Restrict access of former/terminated employees 
· Control computer access through user accounts and passwords.

· Don’t send/use unencrypted data over open networks/e-mail/wireless networks.

· Protect your computer from hackers with a firewall, antivirus, antimalware and updates, encrypt laptops if appropriate.
It safeguards the Personal Information (PI) of Massachusetts residents with regulations on:
· The safe handling of PI (201 CMR 17.00)

· The disposal of PI: redact, burn, shred – destroy, erase (not reconstructible). Fines of $100/person.
· What to do if there’s a breach (notify person, Attorney General and Consumer Affairs).
· May seem like a lot of effort but consider the consequences.

What is Personal Information? PI is the name of a MA resident in combination with any one or more of their:

· Social Security Number,

· Driver’s License number or State Issued ID card number,

· Credit Card, Debit Card or banking/financial account number (with or without any PIN or security code), AND
· Is kept in paper or electronic form.

Who does this apply to? (Short Answer) You, if you use/have PI at work: Could be PI on:

· Donors

· Customers

· Employees/Independent Contractors

Who does this apply to? (Long Answer) Any person who owns or licenses PI about a MA resident. More specifically:
· “Person” = person or legal entity (excludes State & Municipalities).

· “Owns or Licenses” = uses in work, has custody or control over, 
· Not applicable to a natural person except through their work.

· Credit Card Swipe – you don’t have custody.

· Storage or Trash Disposal Company doesn’t “use/process” the data you give them in their in work so they aren’t covered. 
Does it Apply to All Equally? No, it uses a “risk-based” approach that takes into account:

· The size and scope of the business

· The resources available
· The nature and quantity of the PI collected and stored

· The need for security, BUT

· Clear guidelines don’t exist. (examples)
What Must I do by March 1, 2010 to be compliant? Develop, implement and maintain a Written Information Security Program (WISP).
· Assess your use and storage (the “flow”) of PI and the areas of risk.
· Update and/or implement policies and practices that provide appropriate safeguards.
· Prepare a WISP (in writing)
· Designate someone to maintain the program

· Educate Employee(s) 
· Obtain third party Service Provider Compliance.

· Have monitoring in place to alert you to unauthorized use or access (if appropriate).

What must my WISP address?

· Designating a person(s) to maintain the program,

· Assessing security risks and evaluating/improving the safeguards including:
· Ongoing employee (inc. temps and IC’s) training,

· Employee compliance with policies

· Means for detecting and preventing security failures,

· Develop policies for employees regarding storage, access and transportation of PI off premises,

· Imposing disciplinary measures for violations of WISP rules,

· Preventing terminated employees from accessing PI.

· Oversee Service Providers by:

· Selecting capable ones,

· Requiring them by contract to follow appropriate security measures (current contracts grandfathered for 2 years).
· Restriction on physical access to PI and using locked storage,

· Monitoring to ensure WISP is working properly and upgrading safeguards as needed.

· Annual review of scope of security measures, or whenever there is a material change in business practices that impacts PI.

· Documenting actions taken in connection with any breach.

What are the Computer System Security Requirements? At a minimum and to the extent technically feasible:
· Control of user IDs and passwords and a secure method of assigning and storing them.

· Restrict computer access to active users

· Block access to user ID after multiple unsuccessful attempts to access,
· Restrict file access to those who need the PI for their job and assign unique passwords.

· Encrypt all files with PI that are transmitted over public networks or transmitted wirelessly.

· Monitor system for unauthorized use or access.

· Encrypt all PI stored on laptops or other portable devices.

· For systems connected to the internet:

· Up to date firewall and system patches

· Up to date security software (malware & virus) that updates automatically.

· Education of employees on proper system use & the importance of PI.
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