

[Organization Name]

Written Information Security Program
T E M P L A T E
This template was prepared by Al and Mary Novissimo, Novation Media, for use by Nantucket nonprofit organizations. The original document and research was contracted by Sarah F. Alger, PC and through her generosity has been made available to these organizations. Each organization should examine the program sections and policies for applicability to the security risks and exposures in their own operations and business practices and modify the document accordingly. [Text in brackets indicates areas that should minimally be revised.] 

It would be prudent to have the final document reviewed by selected board members, accountant, IT consultant, and/or attorney as each organization sees fit.
Overview


The intention for publishing a Written Information Security Program (WISP) is not to impose restrictions that are contrary to [Organization Name’s (ORG)] established culture of openness, trust, and integrity, but to reinforce [Organization Name’s] commitment to protecting employees and the organization from illegal or damaging actions by individuals, either knowingly or unknowingly, and to protect the identity of employees, [donors / members / constituents / customers], and any other persons who do business with [ORG] in conformance with Federal regulations and Massachusetts General Law.

The entirety of this program is covered in the following section:

1.0 Purpose
2.0 Roles and Responsibilities
3.0 Scope
4.0 Terms and Definitions
5.0 Risk Assessment
6.0 Training
7.0 Monitoring, Enforcement and Violations
8.0 Revision History
This program is implemented through the policies defined in the following addendums:

Addendum A: Access to Physical Records Policy 
Addendum B: Access to Electronic Records Policy
Addendum C: Acceptable Use of Computer Resources and Information Systems Policy
Addendum D: Password Control Policy
Addendum E: Remote Access Policy
Addendum F: Wireless Communication Policy
Addendum G: Mobile Computing and Storage Device Use Policy
Addendum H: Information Retention and Destruction Policy
Addendum I: Email and Messaging Retention and Destruction Policy
Addendum J: Website Security and Privacy Policy
Addendum x: Access to Premises Policy (defining procedures to access physical business locations including security codes, keypads, key management, etc. Template not included.)
1.0 Purpose

The purpose of this WISP is to: 

· Identify Personal Information as defined by federal and state law and Confidential Information as defined by [ORG].

· Define appropriate use of that information.
· Incorporate policies and procedures for appropriate and secure physical and electronic storage of, access to, and transportation of that information within and outside of premises.
· Define the acceptable use of [ORG] Computer Resources and Information Systems. 

2.0 Roles and Responsibilities

Effective security is a team effort involving the participation and support of every [ORG] employee and affiliate who deals with information and/or information systems. It is the responsibility of each of these individuals to know these guidelines and to conduct their activities accordingly.

All personnel and third party service providers must comply with this program who have or are responsible for personal or confidential information in physical or electronic form.

2.1 Information Security Officer
The [insert job title] of [ORG] will act as Information Security Officer and will have the following responsibilities: 
· Maintaining the WISP and performing a review at least annually or when substantive changes in [ORG] business practices dictate. This review will be conducted with [the Treasurer, legal counsel, IT consultant, and/or the organization’s certified public accountant] to ensure that the program is in compliance with new or revised regulations.
· Implementing, monitoring and assessing associated policies and procedures that arise from this WISP and revising them as necessary. 

· Overseeing the enforcement of policies and procedures.  

The Information Security Officer may assign these responsibilities to additional personnel, but only with appropriate monitoring and oversight to ensure compliance with this program and its policies and procedures.
2.2 Personnel
Every employee, temporary employee, [intern, volunteer, and other contract worker] at [ORG] (Personnel) must comply with the provisions of this WISP.

· Access to Personal and Confidential Information by Personnel is on a “need-to-know” basis as identified by the Information Security Officer or [ORG] management to accomplish [ORG] legitimate business purposes or to comply with state and federal regulations.

· Personnel must read this WISP and associated policies and procedures and sign the [[ORG] WISP Acknowledgement Form or other employee form modified to this purpose] to be retained in Human Resource files acknowledging their understanding and willingness to comply.

· Personnel must receive training in effective information security practices, this training to be provided by [ORG].

· Upon termination of any Personnel, physical and electronic access will be blocked immediately (including deactivating user name and password and any generally-known system passwords and wireless access keys). No information in physical or electronic form will be removed from the premises unless specifically reviewed and approved by [ORG] management.
2.3 Third Parties

Every contractor, consultant, and vendor (Third Parties) including all personnel affiliated with Third Parties, who must have access to [ORG] Personal or Confidential Information or to [ORG] Computer Resources and Information Systems as part of the service they provide to [ORG] must comply with the provisions of this WISP. 
· Access to Personal and Confidential Information by Third Parties is on a “need-to-know” basis as identified by the Information Security Officer or [ORG] management to accomplish [ORG] legitimate business purposes or to comply with state or federal regulations.

· Third Parties with access to [ORG] Personal and/or Confidential Information or Computer Resources and Information Systems must agree in writing that their own Information Security Programs conform minimally to the policies and procedures defined herein as they relate to the work defined by their contracts.

[ORG] will only select Third Party service providers that are capable of maintaining appropriate security measures to protect the information defined by this program and consistent with state and federal regulations.

3.0 Scope

The standards defined herein are designed to minimize the potential exposure to [ORG] from damages which may result from unauthorized use of [ORG] resources. Damages include but are not limited to the loss of sensitive or personal and confidential data, intellectual property, damage to public image, and damage to critical [ORG] computer resources and systems.
The scope of this program most specifically relates to the following:
3.1 Personal Information

Personal Information refers to that which legally identifies an individual, specifically a person’s first name and last name or first initial and last name in combination with any one or more of the following data elements that relate to such individual: (a) Social Security number; (b) driver's license number or state-issued identification card number; or (c) financial account number, or credit or debit card number, with or without any required security code, access code, personal identification number or password, that would permit access to an individual’s financial account; provided, however, that “personal information” shall not include information that is lawfully obtained from publicly available information, or from federal, state or local government records lawfully made available to the general public.
3.2 Confidential Information

Confidential Information refers to any non-public information owned or licensed by [ORG] including but not limited to [all donor / member / constituent / customer correspondence, donor / member / constituent / customer information, organization private communication, corporate strategies, competitor information, donor / member / constituent / customer lists, research data, business plans, products, technical data, specifications, documentation, rules and procedures, contracts, presentations, know-how, intellectual property, product plans, business methods, product functionality, services, data, markets, competitive analysis, databases, formats, methodologies, applications, developments, inventions, processes, payment, delivery and inspection procedures, designs, drawings, algorithms, formulas, or information related to employees, engineering, marketing, or finance]. (Delete or add any type of information that the organization wishes to designate confidential.)
3.3 Computer Resources and Information Systems
[ORG] Computer Resources and Information Systems are the property of [ORG] and are to be used for business purposes in serving the interests of the organization, and of [ORG] [donors / members / constituents / customers] in the course of normal operations.
Computer Resources include all Internet/Intranet/Extranet-related systems, including but not limited to computer equipment (owned or leased by [ORG]), software, operating systems, storage media, websites, network accounts providing electronic mail, Internet browsing, and FTP.
Information Systems include any technology or electronic device that stores data for the purpose of allowing access to such data.

4.0 Additional Terms and Definitions

The following terms as used within this WISP and related policies and procedures shall, unless the context requires otherwise, have the following meanings: 

Blogging, Writing or posting comments on a blog. A blog (short for weblog) is a personal online journal that is frequently updated and intended for general public consumption.

Breach of security, the unauthorized acquisition or unauthorized use of unencrypted data or, encrypted electronic data and the confidential process or key that is capable of compromising the security, confidentiality, or integrity of personal information, maintained by a person or agency that creates a substantial risk of identity theft or fraud against an individual or of confidential information that creates a substantial risk of damages to an organization. A good faith but unauthorized acquisition of personal or confidential information by a person or agency, or employee or agent thereof, for the lawful purposes of such person or agency, is not a breach of security unless the information is used in an unauthorized manner or subject to further unauthorized disclosure. 

Electronic, relating to technology having electrical, digital, magnetic, wireless, optical, electromagnetic or similar capabilities. 
Electronic records, any combination of text, graphics, data, audio, pictorial or information in digital form created, modified, maintained, archived, retrieved or distributed by a computer system.  Generally, electronic records are stored in a form that only a computer can process.
Encryption, the transformation of data into a form in which meaning cannot be assigned without the use of a confidential process or key. 

Extranet, a private network that uses Internet technology and the public telecommunication system to securely share part of a business's information or operations with suppliers, vendors, partners, customers, or other businesses.
Internet, a global system of interconnected computer networks that serve billions of users worldwide. It is a network of networks that consists of millions of private and public, academic, business, and government networks of local to global scope that are linked by a broad array of electronic and optical networking technologies.
Intranet, a private network that is contained within an enterprise. The main purpose of an intranet is to share organization information and computing resources among employees. 
Malware, short for malicious software, is a variety of forms of hostile, intrusive, or annoying software or program code designed to infiltrate a computer system without the owner's informed consent. Malware includes computer viruses, worms, trojan horses, most rootkits, spyware, dishonest adware, crimeware and other malicious and unwanted software. 
Messaging, a form of electronic communication that involves real-time correspondence between two or more users who are all online simultaneously Users must be connected to the Internet at the same time and subscribers of the same service, such as those offered by America Online (AOL), Yahoo, and Microsoft Network (MSN).
Mobile Computing and Storage Devices, including but not limited to laptop computers, personal digital assistants (PDAs), cellular phones, smart phones, Universal Serial Bus (USB) port devices, Compact Discs (CDs), Digital Versatile Discs (DVDs), flash drives, modems, handheld wireless devices, wireless networking cards, backup tapes and removable backup media, and any other existing or future mobile computing or storage device
Person, a natural person, corporation, association, partnership or other legal entity, [other than an agency, executive office, department, board, commission, bureau, division or authority of the Commonwealth, or any of its branches, or any political subdivision thereof]. 

Physical Records, any combination of text, graphics, data, pictorial or information in printed form.
Premises, [ORG] business locations including [123 Main Street, Nantucket, MA 02554 and offsite storage location at xxx].
Private Information, any record or records created by a user for private use and not related to [ORG] business practices or the activities of its [donors / members / constituents / customers/ vendors].
Record or Records, any material upon which written, drawn, spoken, visual, or electromagnetic information or images are recorded or preserved, regardless of physical form or characteristics. 
Remote Access, the ability to log onto the [ORG] network from a distant location using a [ORG]-owned or personally-owned computer or mobile computing device. Remote access implementations include, but are not limited to, dial-in modems, Terminal Services, Remote Desktop Connection, GoToMyPC, LogMeIn, VNC, and VPN. 
Social Networking, the practice of communicating via a social networking service. The main types of social networking services are those which contain category places and a means to connect with friends. Popular Social Networking Services include Facebook, Twitter, MySpace, and LinkedIn.

Spam, unauthorized and/or unsolicited electronic mass mailings. 
Texting, also known as "text messaging," refers to the exchange of brief written messages between mobile phones over cellular networks. While the term most often refers to text messages, it has been extended to include messages containing image, video, and sound content. 
Third Party, any person that receives, stores, maintains, processes, or otherwise is permitted access to Personal or Confidential Information through its provision of services directly to [ORG]. 

User, a person who uses a computer or Internet service. A user is typically required to authenticate with a password or other credentials for the purposes of accounting, security, logging, and resource management. 

Wireless Communications, the transfer of information over a distance without the use of electrical conductors or wires. It encompasses various types of fixed, mobile, and portable two-way radios, cellular telephones, personal digital assistants (PDAs), and wireless networking. Wireless signals are inherently non-private. There is no physical way to keep them from being received, voluntarily or involuntarily, by receivers other than the intended one. Personal and Confidential Information should not be exchanged wirelessly unless it is encrypted to keep it secret.
5.0 Risk Assessment

On at least an annual basis, the Information Security Officer will conduct an assessment of risk regarding areas of potential compromise of Personal and Confidential Information at [ORG]. The assessment will evaluate the effectiveness of current safeguards and identify changes in business practices that might result in the compromise of this sensitive information.

The assessment will 

· identify paper, electronic and other records, computing systems, and storage media, including mobile computing and storage devices that contain Personal and Confidential Information,

· identify where physical and electronic records containing Personal and Confidential Information are stored,

· identify which job positions and Third Parties require access to this information,

· and identify when those records may be transported outside of business premises either via physical relocation or through electronic means including any form of remote, wireless or internet-based access.
The findings of this assessment will be documented in a confidential Annual Risk Assessment Report and will result in revisions to the policies and procedures defined herein where necessary.
6.0 Training
[ORG] will provide regular ongoing training for Personnel in the proper use of computer security and the importance of the security of Personal and Confidential Information. All aspects of this WISP and the associated policies will be covered in this training with the objective that Personnel clearly understand the conduct expected at [ORG] and the ramifications if appropriate information security procedures are not followed.

7.0 Monitoring, Enforcement and Violations

7.1 Monitoring and Enforcement
The Information Security Officer is responsible for regularly monitoring the WISP and associated policies to ensure that they are operating in a manner reasonably calculated to prevent unauthorized access to or unauthorized use of Personal and Confidential Information and to ensure Personnel and Third Party compliance with these procedures.
7.2 Violations

Failure on the part of Personnel and Third Parties to follow this program and its policies can result in possible civil and criminal sanctions against [ORG] and its employees. 
Therefore, any Personnel found to have violated any of the policies defined within this program may be subject to disciplinary action, up to and including termination of employment. 

Further, any Third Party found to have violated any of the policies defined within this program may be subject to termination of any contracts or agreements with [ORG].

7.3 Breach of Security

Should a breach of security occur, including the possibility of a breach, the Information Security Officer will:

· If the breach involves Personal Information, inform the appropriate state and federal agencies where necessary according to law.

· Inform any [donors / members / constituents / customers] whose Personal Information might have been compromised by the breach.

· Perform a post-incident review of the steps leading up to the breach.

· Specify actions to be taken to avoid a similar incident in the future.

· Update the policies and procedures defined herein to codify those actions and disseminate those revisions to all Personnel and Third Parties as quickly as possible.
8.0 Revision History

[February 28, 2010.  Initial Written Information Security Plan and associated policies approved by [ORG] management and the Board of Trustees].

Addendum A: Access to Physical Records Policy
1.0 Purpose

The purpose of this policy is to protect any Personal or Confidential Information recorded in physical form, i.e. paper or unencrypted CDs or DVDs, and to identify procedures for appropriate and secure storage of, access to, and transportation of that information within and outside of [ORG] premises. 

2.0 Policy

Because secure procedures involving the handling of physical records cannot be enforced through automated procedures, it is critical that Personnel or Third Parties be particularly vigilant when handling any physical document containing Personal or Confidential Information to ensure that this policy is being observed. Furthermore, it is the responsibility of Personnel or Third Parties to notify the Information Security Officer as soon as possible of any situation involving Personal or Confidential Information in physical form that is not covered by this policy.

2.1 Storage

Information stored in physical form containing Personal and Confidential Information will be stored in locked facilities, storage areas and containers.  Minimally, this information will be stored in a locked cabinet in a locked room on [ORG] premises.

[Detailed information can be provided here as to where specific types of information, e.g,, financial, human resources, donor / member / constituent / customer information, will be physically stored and how it will be appropriately secured. It might, however, be prudent to document this information in a separate confidential document such as the Annual Risk Assessment and only disclose that information to those who “need to know.”]

2.2 Access to Premises

See Addendum x: Access to Premises Policy. [This policy is optional depending on the size and complexity of the organization. Access details might also be included directly in this section.]
2.3 Access to Information

Access to physical documents containing Personal or Confidential Information is permitted on a “need to know” basis. Personnel job description or the Third Party contracts will specify which individuals have permission to access such information. 

Unintended Access
It is anticipated that Personnel will at some time receive a physical record of Personal or Confidential Information that does not fall within their job description and thus, their “need to know.” This information might take the form of a note taken from a phone call, a credit card receipt, a written check, written correspondence, print out of an email or website-based form, or any other physical form. In this circumstance, the record should be delivered immediately to authorized Personnel or department for proper handling.

Any questions about the appropriateness of access to any information should be directed to the Information Security Officer.

2.4 Transportation

It is recognized that there will be times when Personal and Confidential Information stored in physical form will need to be taken from the [ORG] premises in the course of normal business operations. Under these circumstances, Personnel and Third Parties should take the following precautions:

· Keep the physical documents in a safe place ensuring that the subject matter of the documents is not in plain sight.

· Do not allow access to these documents by any unauthorized individual.

· Return the documents to the appropriate secure [ORG] location as soon as possible after the business purpose for their removal has been satisfied.

The transportation of physical documents to off-site secure storage should be accomplished as quickly and directly as possible.

2.5 Retention and Destruction

See Addendum H: Information Retention and Destruction Policy.

Addendum B: Access to Electronic Records Policy
1.0 Purpose

The purpose of this policy is to protect any personal or confidential information recorded in electronic form and to identify procedures for appropriate and secure storage of, access to, and transportation of that information within and outside of [ORG] premises.
2.0 Policy

Because secure procedures involving the handling of electronic information can be enforced through automated procedures, [ORG] will maintain secure electronic authentication protocols to enforce this policy. Personnel or Third Parties will be assigned unique user accounts to be used when accessing [ORG] electronic information, Computer Resources and Information Systems. Nonetheless, it is the responsibility of Personnel or Third Parties to notify the Information Security Officer as soon as possible of any situation involving Personal or Confidential Information in electronic form that is not covered by this policy.

2.1 Secure Electronic Authentication Protocols

Where technically feasible, the Information Security Officer will ensure that secure authentication protocols are in place that provide for:

1. Control of user identification (ID) plus password uniquely assigned to Personnel or Third Parties.
2. A secure method of assigning an initial password that must be changed by the ID holder on initial login. See Addendum D: Password Control Policy
3. Control and encryption of passwords that can only be reset and not read by the Information Security Officer or designee.

4. Access to [ORG] Computer Resources and Information Systems only by active users and active user accounts.

5. Blocking access to user accounts after [xxx] unsuccessful attempts to gain access.

6. Ensuring that all computers, including, but not limited to servers, laptops and workstations be secured with a password-protected screensaver with the automatic activation feature set at [xxx] minutes or less, or by logging-off when the computer will be unattended. 

7. Monitoring by the Information Security Officer of unauthorized use or access.
To ensure that the security authentication protocols are working effectively, the Information Security Officer will:
1. Maintain up-to-date firewall protection for systems connected to the Internet for files containing Personal and Confidential Information.

2. Define a procedure for detecting security system failures.
3. Maintain reasonably up-to-date versions of operating system security patches system and security agent software (including malware protection with current definitions).

2.2 Storage

Personal and Confidential Information will be stored within the appropriate [ORG] Information Systems and will be protected from unauthorized access by security agent software.

Information will be organized and logically stored. Storage location will be communicated to Personnel and Third Parties on a “need to know” basis.

2.3 Access

Access to electronic documents containing Personal or Confidential Information is permitted on a “need to know” basis. Personnel job descriptions or Third Party contracts will specify which individuals have permission to access such information. The electronic security mechanisms in place will control this access where technically feasible. 

Unintended Access
It is anticipated that Personnel will at some time receive an electronic record of Personal or Confidential Information that does not fall within their job description and thus, their “need to know.” This information might take the form of an email, a website-based database, or any other electronic form. In this circumstance, the record should be delivered immediately to authorized Personnel or department for proper handling.

Any questions about the appropriateness of access to Personal and Confidential Information or changes in user account access levels should be directed to the Information Security Officer.

2.4 Transportation or Electronic Transmissions

Transportation or electronic transmission of Personal and Confidential Information can take the form of email, wireless transmission, and mobile computing and storage devices that can physically leave the [ORG] business premises.

Encryption

To the extent technically feasible, Personal and Confidential Information will be encrypted in the following circumstances:

· Transmission across public networks

· Transmission wirelessly (See Addendum G: Wireless Communication Policy}
· Information stored on mobile computing and storage devices (See Addendum H: Mobile Computing and Storage Device Use Policy}
· Backup tapes and other removable backup devices

2.5 Retention and Destruction

See Addendum H: Information Retention and Destruction Policy and Addendum I: Email and Messaging Retention and Destruction Policy.

Addendum C: Acceptable Use of Computer Resources and Information Systems Policy
1.0 Purpose 

All Computer Resources and Information Systems, including hardware software, networks, storage media, websites and portable devices are the property of [ORG]. These resources are to be used for business purposes in serving the interests of the organization, and of [ORG] [donors / members / constituents / customers] in the course of normal operations. This policy defines acceptable use of these resources.

2.0 General Use and Ownership 

1. While [ORG] desires to provide a reasonable level of privacy, users should be aware that the data they create on [ORG] Information Systems remains the property of [ORG]. If this data does not comply with [ORG] business purposes, there is no guarantee of confidentiality of this information. In general, Personnel or Third Parties should not create private information on [ORG] Information Systems.  
2. Personnel are responsible for exercising good judgment regarding the reasonableness of private use. If there is any uncertainty, Personnel should consult their supervisor or manager. 

3. Any Personal and Confidential Information stored on devices outside of the physical premises of the [ORG] offices must be in compliance with Addendum H: Mobile Computing and Storage Device Use Policy. 

4. For security and network maintenance purposes, authorized Personnel or Third Parties within or assigned by [ORG] may monitor equipment, systems and network traffic at any time. 

5. [ORG] reserves the right to audit networks and systems on a periodic basis to ensure compliance with this policy.

3.0 Security and Personal and Confidential Information

1. Authorized users are responsible for the security of their passwords and accounts. Personnel and Third Parties should keep passwords secure and not share accounts. Please refer to Addendum D: Password Control Policy for specific information on password standards and recommendations.

2. Because information contained on mobile computing and storage devices is especially vulnerable, special care should be exercised to avoid theft. 

3. Postings by Personnel or Third Parties from a [ORG] email address to public forums should contain a disclaimer stating that the opinions expressed are strictly their own and not necessarily those of [ORG], unless posting is in the course of business duties.

4. Personnel or Third Parties must exercise caution when sending any email from inside [ORG] to persons or lists of persons outside of the [ORG] network. 
5. Personnel or Third Parties must exercise caution when using texting or messaging services to communicate Personal or Confidential Information to ensure that the information is being received by a person authorized to receive such information. [Alternatively, communicating Personal or Confidential Information via texting or messaging services is prohibited.]
6. Unless approved by the Information Security Officer, [ORG] email will not be automatically forwarded to an external destination. 

7. All computers used by Personnel or Third Parties that are connected to the [ORG] Internet/Intranet/Extranet, whether owned by Personnel, Third Parties or [ORG], shall be continually executing approved malware-scanning software with a current malware database unless acknowledged and approved by the Information Security Officer. 

8. Personnel or Third Parties must use extreme caution when opening email attachments received from unknown senders, which may contain malware.

4.0 Unacceptable Use 

The following activities are, in general, prohibited. Personnel or Third Parties may be exempted from these restrictions during the course of their legitimate job responsibilities (e.g., information systems administration staff may have a need to disable the network access of a computer if that computer is disrupting normal business).

Under no circumstances are Personnel of [ORG] authorized to engage in any activity that is illegal under local, state, federal or international law while utilizing [ORG]-owned resources. 

The lists below are by no means exhaustive, but attempt to provide a framework for activities which fall into the category of unacceptable use. 

4.1 System and Network Activities 

The following activities are strictly prohibited, with no exceptions: 

1. Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, but not limited to, the installation or distribution of "pirated" or other software products that are not appropriately licensed for use by [ORG]. 

2. Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of any copyrighted software for which [ORG] or the end user does not have an active license is strictly prohibited. 

3. Exporting software, technical information, encryption software or technology, in violation of international or regional export control laws, is illegal. The appropriate management should be consulted prior to export of any material that is in question. 

4. Installation of software on any part of the [ORG] network without prior approval from the Information Security Officer.  This does not include normal system maintenance or upgrades to software already in place.

5. Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.). 
6. Installation of peer-to-peer file-sharing software, e.g., BitTorrent, Limewire.
7. Revealing a user account password to others or allowing use of a user account by others. This includes family and other household members when work is being done at home. 

8. Using a [ORG] computing asset to actively engage in procuring or transmitting material that is in violation of sexual harassment or hostile workplace laws in the user's local jurisdiction. 

9. Making fraudulent offers of products, items, or services originating from any [ORG] account. 

10. Making statements about warranty, expressly or implied, unless it is a part of normal job duties. 

11. Effecting security breaches or disruptions of network communication. Security breaches include, but are not limited to, accessing data of which Personnel are not intended recipients or logging into a server or account that Personnel or Third Parties are not expressly authorized to access, unless these duties are within the scope of regular duties. For purposes of this section, "disruption" includes, but is not limited to, network sniffing, pinged floods, packet spoofing, denial of service, and forged routing information for malicious purposes. 

12. Port scanning or security scanning is expressly prohibited without prior authorization from the Information Security Officer. 

13. Executing any form of network monitoring which will intercept data not intended for Personnel or Third Party computers, unless this activity is a part of the normal job/duty. 

14. Circumventing user authentication or security of any computer, network or account. 

15. Interfering with or denying service to any user outside the [ORG] network (for example, denial of service attack). 

16. Using any program/script/command, or sending messages of any kind, with the intent to interfere with, or disable, a user's computer, via any means, locally or via the Internet/Intranet/Extranet. 

17. Providing Personal or Confidential Information to parties outside [ORG]. 

4.2 Email and Communications Activities 

1. Sending unsolicited email messages, including the sending of "junk mail" or other advertising material to individuals who did not specifically request such material (email spam). 

2. Any form of harassment via email, telephone or paging, whether through language, frequency, or size of messages. 

3. Unauthorized use, or forging, of email header information. 

4. Solicitation of email for any other email address, other than that of the poster's account, with the intent to harass or to collect replies. 

5. Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type. 

4.3. Social Networking

1. Social networking by Personnel or Third Parties, including blogging, Facebook, LinkedIn, Twitter, and any other social networking service, whether using [ORG]’s property and systems or personal computer systems, is also subject to the terms and restrictions set forth in this policy. [Limited and occasional use of [ORG]’s systems to engage in social networking is acceptable, provided that it is done in a professional and responsible manner, does not otherwise violate [ORG]’s policy, is not detrimental to [ORG]’s best interests, and does not interfere with an employee's regular work duties.] Social networking from [ORG]’s systems is also subject to monitoring.

2. [ORG]’s WISP also applies to social networking. As such, Personnel or Third Parties are prohibited from revealing any [ORG] Personal or Confidential Information, or any other material covered by the [ORG]’s WISP when engaged in social networking.

3. Personnel or Third Parties shall not engage in any social networking that may harm or tarnish the image, reputation and/or goodwill of [ORG] and/or any of its employees. Personnel are also prohibited from making any discriminatory, disparaging, defamatory or harassing comments when social networking or otherwise engaging in any conduct prohibited by [ORG]’s [Non-Discrimination and Anti-Harassment or other relevant] policy.

4. Personnel or Third Parties may not attribute personal statements, opinions or beliefs to [ORG] when engaged in social networking. Personnel or Third Parties expressing their beliefs and/or opinions using social networking may not, expressly or implicitly, represent themselves as an employee or representative of [ORG]. 
5. Personnel and Third Parties assume any and all risk associated with social networking.

6. Apart from following all laws pertaining to the handling and disclosure of copyrighted or export controlled materials, [ORG]’s trademarks, logos and any other [ORG] intellectual property may also not be used in connection with any social networking activity.

Addendum D: Password Control Policy
1.0 Overview

Passwords are an important aspect of computer security. They are the front line of protection for user accounts. A poorly chosen password may result in the compromise of [ORG]'s entire business network. As such, all [ORG] Personnel and Third Parties with access to [ORG] systems are responsible for taking the appropriate steps, as outlined below, to select and secure their passwords. 

2.0 Purpose

The purpose of this policy is to establish a standard for creation of strong passwords, the protection of those passwords, and the frequency of change.

3.0 Scope 

The scope of this policy includes all Personnel and Third Parties who have or are responsible for a user account (or any form of access that supports or requires a password) on any information system that resides at [ORG] premises, have access to the [ORG] network, or store any [ORG] Personal or Confidential Information.

4.0 Policy
4.1 General 
1. Personnel and Third Parties should keep passwords secure and not share accounts. Authorized users are responsible for the security of their passwords and accounts. 
2. All system-level passwords (e.g., root, enable, administrator, wireless access keys, application administration accounts, etc.) must be changed [on at least a quarterly basis] and whenever an employee is terminated.
3. All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed [on at least a quarterly basis].
4. Passwords must not be inserted into email messages or other forms of electronic communication.

5. All user-level and system-level passwords must conform to the guidelines described below.

4.2 Standards

A. General Password Standards

Passwords are used for various purposes at [ORG]. Some of the more common uses include: user level accounts, web accounts, email accounts, screen saver protection, voicemail password, and local router logins. Since very few systems have support for one-time tokens (i.e., dynamic passwords which are only used once), the [ORG] security policy restricts choices to passwords that provide strength commensurate with the reasonable expectations of [ORG] [donors / members / constituents / customers] and the mandates of state and federal legislation for privacy and security.

[ORG] passwords will have the following characteristics [, which are enforced through policy by the server]: 
[Modify requirements as desired.]

1. The password will be at least six characters in length 

2. The password will not contain the user's account name or parts of the user's full name that exceed two consecutive characters

3. The password will contain characters from three of the following four categories:

a. English uppercase characters (A through Z)

b. English lowercase characters (a through z)

c. Base 10 digits (0 through 9)

d. Non-alphabetic characters (for example, !, $, #, %)

In addition to the enforced structure, Personnel and Third Parties should avoid passwords with the following characteristics: 
[Modify requirements as desired.]

1. The password is a word found in a dictionary (English or foreign) 

2. The password is a common usage word such as: 

a. Names of family, pets, friends, co-workers, fantasy characters, etc. 

b. Computer terms and names, commands, sites, companies, hardware, software. 

c. The words "[ORG]", "nantucket", "password" or any derivation. 

d. Birthdays and other personal information such as addresses and phone numbers. 

e. Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc. 

f. Any of the above spelled backwards. 

g. Any of the above preceded or followed by a digit (e.g., secret1, 1secret) .

NOTE: Do not use any of these examples as passwords! 
B. Password Protection Standards

Do not use the same password for [ORG] accounts as for other non-[ORG] access (e.g., personal ISP account, option trading, benefits, etc.). Where possible, don't use the same password for various [ORG] access needs. For example, select one password for your eMail and a separate one for your computer login and/or [other key applications, e.g., Quickbooks]. 

Do not share [ORG] passwords with anyone, including [ORG] Personnel and Third Parties. All passwords are to be treated as sensitive and confidential [ORG] information.  If, for any reason you must share the password, such as computer trouble diagnosis, the password must be changed.

In addition, observe the following security safeguards: 

1. Don't reveal a password over the phone to anyone. 

2. Don't reveal a password in an email message. 

3. Don't reveal a password to your manager. 

4. Don't talk about a password in front of others. 

5. Don't hint at the format of a password (e.g., "my family name"). 

6. Don't reveal a password on questionnaires or security forms. 

7. Don't share a password with family members. 

8. Don't reveal a password to co-workers while on vacation. 
9. Don’t use the "Remember Password" feature of applications (e.g., Internet Explorer, Firefox, Chrome, Safari, and other Internet browsers).
10. Don’t write passwords down and store them anywhere in your office.
11. Don’t store passwords in a file on any computer system (including Smart Phones or similar devices) without encryption.

If someone demands a password, refer them to this policy or have them speak with the Information Security Officer. 

If a user account or password is suspected to have been compromised, report the incident to the Information Security Officer and change all passwords. 

Password cracking or guessing may be performed on a periodic or random basis by [ORG] or its delegates. If a password is guessed or cracked during one of these scans, the user will be required to change it. 


Addendum E: Remote Access Policy
1.0 Purpose 

The purpose of this policy is to define standards for connecting to [ORG]'s network from any remote location. These standards are designed to minimize the potential exposure to [ORG] from damages which may result from unauthorized use of [ORG] Computer Resources or Information Systems or compromise of [ORG] Personal and Confidential Information. 

2.0 Scope 

This applies to all [ORG] Personnel and Third Parties with a [ORG]-owned or personally-owned computer or workstation used to connect to the [ORG] network. This policy applies to remote access connections used to do work on behalf of [ORG], including reading or sending email and viewing [ORG] network and Internet resources. 

Remote access implementations that are covered by this policy include, but are not limited to, dial-in modems, Terminal Services, Remote Desktop Connection, GoToMyPC, LogMeIn, VNC, VPN, and any other technology that provides connectivity from a source outside of [ORG] premises. 

It also applies to any access from Third Parties who are allowed access to the [ORG] network through any temporary or permanent means.

3.0 General 


1. It is the responsibility of [ORG] Personnel and Third Parties with remote access privileges to [ORG]'s network to ensure that their remote access connection is given the same consideration as the user's on-site connection to [ORG]. 


2. Any wireless network used in conjunction with a home or personal computer to remotely access the [ORG] network must be secured in compliance with Addendum F: Wireless Communication Policy.


3. Please review the following policies for details of protecting information when accessing the [ORG] network via remote access methods, and acceptable use of [ORG]'s network: 

· Addendum C: Acceptable Use of Computer Resources and Information Systems Policy 

· Addendum D: Password Control Policy 

· Addendum F: Wireless Communication Policy 

· Addendum G: Mobile Computing and Storage Device Use Policy 

4.0 Policy
1. At no time should [ORG] Personnel or Third Parties provide their login or email password to anyone, not even family members. 

2. [ORG] Personnel or Third Parties with remote access privileges must ensure that their [ORG]-owned or personal computer or workstation, which is remotely connected to [ORG]'s network, is not connected to any other network at the same time, with the exception of personal networks that are under the complete control of the user. 

3. [ORG] Personnel and Third Parties with remote access privileges to [ORG]'s network must not use non-[ORG] email accounts (e.g., Gmail, Hotmail, Yahoo, AOL), or other external resources to conduct [ORG] business, thereby ensuring that official business is never confused with personal business. 

4. All computers or networks that are connected to [ORG] internal networks via remote access technologies must use up-to-date anti-virus software. This includes personal computers. 

5. Personal equipment that is used to connect to [ORG]'s networks must meet the requirements of [ORG]-owned equipment for remote access. 

6. Personnel, Third Parties, or other persons who wish to implement non-standard remote access solutions to the [ORG] network must obtain prior approval from the Information Security Officer. 


Addendum F: Wireless Communication Policy
1.0 Purpose

The purpose of this policy is to specify the technical requirements that wireless communication devices must satisfy to connect to a [ORG] network. Only those wireless infrastructure devices that meet the requirements specified in this policy or are granted an exception by the Information Security Officer are approved for connectivity to a [ORG] network.

2.0 Scope
All [ORG] Personnel and Third Parties that maintain a wireless infrastructure device on behalf of [ORG] must adhere to this policy. This policy applies to all wireless infrastructure devices that connect to a [ORG] network or reside on a [ORG] site that provide wireless connectivity to devices including, but not limited to, laptops, desktops, cellular phones, smart phones, and personal digital assistants (PDAs). This includes any form of wireless communication device capable of transmitting packet data. 

The Information Security Officer must approve exceptions to this policy in advance.

3.0 Policy

General Requirements

All wireless infrastructure devices that connect to a [ORG] network must be secured with WiFi Protected Access Pre-shared Key (WPA-PSK) or Wired Equivalent Privacy (WEP) security protocols.

All wireless infrastructure devices that provide direct access to a [ORG] network, such as those providing wireless access within [ORG] premises and those being used for Remote Access in Personnel or Third Parties homes, must adhere to the following: 
1. Enabling WPA or WEP security which generates an access key.

2. Disabling broadcast of SSID (the name of the wireless network).
3. Changing the default SSID name.
4. Changing the default login and password for the router or access point.

Access keys should be changed every [180 days] and, in the case of office wireless devices, whenever an employee is terminated.

Addendum G: Mobile Computing and Storage Device Use Policy

1.0 Purpose

The purpose of this policy is to establish an authorized method for controlling mobile computing and storage devices that contain or access personal or confidential information or [ORG] Information Systems.

2.0 Background/History

With advances in computer technology, mobile computing and storage devices have become useful tools to meet the business needs at [ORG].  Because they are easily portable and can be used anywhere, these devices are especially susceptible to loss, theft, hacking, and the distribution of malicious software, presenting a high risk for unauthorized access.  As mobile computing becomes more widely used, these risks must be mitigated to acceptable levels. 

3.0 Scope
This policy applies to all [ORG] Personnel and Third Parties who use mobile computing and storage devices on the [ORG] network.
4.0 Policy

It is [ORG] policy that mobile computing and storage devices containing or accessing the [ORG] Personal or Confidential Information must be approved prior to connecting to the [ORG] network.  This pertains to all devices connecting to the network at [ORG] regardless of ownership. 

Mobile computing and storage devices include, but are not limited to: laptop computers, personal digital assistants (PDAs), cellular phones, smart phones, Universal Serial Bus (USB) port devices, Compact Discs (CDs), Digital Versatile Discs (DVDs), flash drives, modems, handheld wireless devices, wireless networking cards, backup tapes and removable backup media, and any other existing or future mobile computing or storage device, either personally owned or [ORG] owned, that may connect to or access the information systems at [ORG].    

Portable computing devices and portable electronic storage media that contain [ORG] Personal or Confidential Information must use encryption to protect the data while it is being stored.

If a mobile computing and storage device cannot be encrypted, it will not be used to receive, store, or transport [ORG] personal or confidential information. Or, for instance, in the case of Personal or Confidential Information being stored on CDs or DVDs, if the information is not encrypted, the CDs and DVDs should be treated in accordance with Addendum A: Access to Physical Records Policy.
If a mobile computing and storage device is lost or stolen, the employee must notify the Information Security Officer as soon as possible and take all available remedies to prevent the use of the device by unauthorized personnel.  For example, in the case of a lost Smart Phone, [ORG] Personnel or Third Parties would be responsible for terminating the phone’s service with the provider.

Each new media type shall be reviewed and documented prior to its use or connection to the network at [ORG] unless the media type has already been approved by the Information Security Officer.  

Unless prior approval has been obtained from the Information Security Officer, files or portions thereof, which reside on the network at [ORG], shall not be downloaded to mobile computing or storage devices.
5.0 Approved Mobile Computing and Storage Devices
· Laptop computers with hard drive device-level encryption enabled.

· Laptop computers with encryption software installed and enabled.

· Flash drives with file encryption software installed and enabled.
· BlackBerry Mobile Devices with encryption enabled.

· Other smart phones with encryption enabled.

· PDAs with file encryption enabled.

All Rights Reserved


Addendum H: Information Retention and Destruction Policy

1.0 Purpose
In accordance with the Sound Business Practices promulgated by the Commonwealth of Massachusetts, which makes it a crime to alter, cover up, falsify, or destroy any document with the intent of impeding or obstructing any official proceeding, this policy provides for the systematic review, retention and destruction of documents received or created by [ORG] in connection with the transaction of organization business. This policy covers all records and documents, regardless of physical or electronic form, contains guidelines for how long certain documents should be kept and how records should be destroyed. The policy is designed to ensure compliance with federal and state laws and regulations, to eliminate accidental or innocent destruction of records and to facilitate [ORG] operations by promoting efficiency and freeing up valuable storage space. 

2.0 Scope

This policy applies to all physical and electronic records generated in the course of [ORG] operation, including both original documents and reproductions. 

3.0 Document Retention 
[ORG] follows the document retention procedures outlined below. Documents that are not listed, but are substantially similar to those listed in the schedule will be retained for the appropriate length of time.  
In general, the amount of information retained and the length of time it is retained will be limited to that reasonably necessary to accomplish [ORG] legitimate business purposes or comply with state or federal regulations.
	Corporate Records
	

	Annual Reports to Secretary of State/Attorney General
	Permanent

	Articles of Incorporation 
	Permanent

	Board Meeting and Board Committee Minutes 
	Permanent

	Board Policies/Resolutions
	Permanent

	By-laws 
	Permanent

	Construction Documents 
	Permanent

	Fixed Asset Records 
	Permanent

	IRS Application for Tax-Exempt Status (Form 1023) 
	Permanent

	IRS Determination Letter 
	Permanent

	State Sales Tax Exemption Letter 
	Permanent

	Contracts (after expiration)
	7 years

	Correspondence (general) 
	3 years

	
	

	Accounting and Corporate Tax Records
	

	Annual Audits and Financial Statements
	Permanent 

	Depreciation Schedules 
	Permanent

	General Ledgers 
	Permanent 

	IRS 990 Tax Returns
	Permanent

	Business Expense Records 
	7 years 

	IRS 1099s 
	7 years 

	Journal Entries
	7 years 

	Invoices
	7 years

	Sales Records (admission, gift shop)
	7 years 

	Petty Cash Vouchers 
	7 years

	Cash Receipts 
	7 years

	Credit Card Receipts 
	keep for immediate business needs ONLY

	Copies of checks from [donors / members / constituents / customers]
	keep for immediate business needs ONLY

	
	

	Bank Records
	

	Check Registers 
	7 years

	Bank Deposit Slips 
	7 years

	Bank Statements and Reconciliation 
	7 years

	Electronic Fund Transfer Documents
	7 years

	Stock Transfer Reports
	7 years

	
	

	Payroll and Employment Tax Records
	

	Payroll Registers 
	7 years

	State Unemployment Tax Records
	7 years

	Earnings Records 
	7 years 

	Garnishment Records 
	7 years

	Payroll Tax returns 
	7 years 

	W-2 Statements 
	7 years 

	
	

	Employee Records
	

	Employment and Termination Agreements 
	Permanent 

	Retirement and Pension Plan Documents 
	Permanent 

	Records Relating to Promotion, Demotion or Discharge 
	7 years after termination 

	Accident Reports and Worker’s Compensation Records
	5 years 

	Salary Schedules
	5 years 

	Employment Applications 
	3 years

	I-9 Forms 
	3 years after termination 

	Time Cards 
	2 years

	
	

	Donor Records
	

	Donor Records and Acknowledgement Letters 
	Permanent

	Letters of Intent
	Permanent

	Personal Ask Proposals
	Permanent

	Grant Applications and Contracts 
	Permanent

	Research on donors
	Permanent

	Annual/YEA Fund Responses [Credit Card deleted]
	2 Years

	Membership Renewals [Credit Card deleted]
	2 Years

	Invitation RSVP [Credit Card deleted]
	2 Years

	
	

	Legal, Insurance and Safety Records
	

	Appraisals
	Permanent

	Copyright Registrations 
	Permanent 

	Environmental Studies
	Permanent

	Insurance Policies 
	Permanent 

	Real Estate Documents 
	Permanent 

	Stock and Bond Records 
	Permanent

	Trademark Registrations 
	Permanent 

	Leases
	6 years after expiration

	OSHA Documents
	5 years

	General Contracts 
	3 years after termination  

	
	

	Records of Historic Significance
	

	Documents of Age or Significant Past Events
	Permanent


4.0 Electronic Documents and Records 
Electronic documents will be retained as if they were paper documents. Therefore, any electronic files, including records of donations made online, that fall into one of the document types on the above schedule will be maintained within [ORG] information systems for the appropriate amount of time. 
See Addendum I: Email and Messaging Retention and Destruction Policy for additional guidelines.
5.0 Emergency Planning
[ORG] records will be stored in a safe, secure and accessible manner. Electronic copies of the documents and financial files that are essential to keeping [ORG] operating in an emergency will be duplicated or backed up at least [every week] and maintained off site. Backup and recovery methods will be tested on a regular basis.

6.0 Document Destruction 

The Information Security Officer is responsible for the ongoing process of identifying its records, which have met the required retention period and overseeing their destruction. Destruction of personal and confidential information including financial and personnel-related documents will be accomplished by shredding.

7.0 Destruction of Electronic Documents and Records Storage Devices
Electronic Documents and Records Storage Devices, including hard drives, flash memory drives, CD and DVD media should be either permanently erased or destroyed before disposal.  In particular, obsolete computers must have all data permanently removed before disposal or reallocation.  

Data contained on Electronic Documents and Records Storage Devices may be destroyed by:

· Using a specialized data-erasing program, such as Ontrack DataEraser 

· Using a Hard Drive shredding service

· Removing the storage media and abrading the recording surface

· Piercing the drive and contained media in at least 4 locations

· Using a Communications-Electronics Security Group (CESG) approved degausser

8.0 Litigation Holds 

When litigation is pending or threatens [ORG] or its Personnel, the law imposes a duty to preserve all documents and records that pertain to the issues. A litigation hold directive must be issued to the legal custodians of those documents. 
A litigation hold directive overrides this retention policy until the hold has been cleared. 
Personnel or Third Parties who have received a litigation hold directive may not destroy or delete any physical or electronic records that fall within the scope of that hold. Personnel and Third Parties are required to provide access to or copies of any physical records that they have filed or electronic records that have been downloaded and saved, or moved to some other storage device. 
This retention policy will be reinstated upon conclusion of the investigation. 


Addendum I: Email and Messaging Retention and Destruction Policy
1.0  Purpose

Electronic mail (Email) and messages have become ubiquitous services that greatly enhance communication, both internally within [ORG] and externally to [donors / members / constituents / customers and the public at large]. The ease of this form of communication results in the generation of large quantities of electronic information of various levels of importance to [ORG] that is not quickly classified. It also often results in large electronic storage requirements that can become excessive if not monitored.
To this end, this policy establishes standards for the classification of and retention periods for email and messaging records retained on the [ORG] network. 

2.0 Scope

This policy applies to Personnel and Third Parties who have email and/or messaging user accounts on the [ORG] network and all email and messages sent through those user accounts.

This policy serves as an extension of Addendum H: Information Retention and Destruction Policy as that policy relates to email and messaging records. 
3.0 Message Classification and Retention
3.1 Transitory Messages 

Most email and usually all messaging records are created primarily for routine communication or information exchange. These messages should be considered transitory messages that do not have “lasting value” (defined below) and should be: 

1. Read and promptly deleted; or 

2. Read and retained on the [ORG] network for no longer than the default retention period (defined below) or until their usefulness has ended (whichever occurs first), and then promptly deleted; or 

3. Read and stored in an appropriate physical or electronic file when job requirements necessitate retention for periods longer than the default retention period, and then promptly deleted when their usefulness has ended. 

Examples of transitory messages include: 

· Notices about meetings or events 

· Internal requests for information 

· Announcements, etc. 

3.2 Lasting Value Messages 

When the contents of an email or message falls into one of the categories as defined in Addendum H: Information Retention and Destruction Policy, it should be classified as having lasting value: 

· Corporate Records

· Accounting and Corporate Tax Records

· Bank Records

· Payroll and Employee Tax Records

· Employee Records

· Donor / Member / Constituent / Customer Records

· Legal, Insurance, and Safety Records

· Historic Records

Messages, records, and information with lasting value must be retained in accordance with the retention periods as specified in Addendum H: Information Retention and Destruction Policy. 

Since email and messaging systems are not designed to be records retention or document management systems, email and messages that have lasting value should: 

1. Be moved to dedicated storage 
· by printing the email or message retaining all header information and filing in appropriate dedicated physical files or

· by creating a PDF of the email or message retaining all header information and filing in the appropriate dedicated electronic files.
2. Not be stored within individual users’ email or instant messaging folders/files. 

3.3 Responsibility for Retention of Messages with Lasting Value 

The burden of determining whether a specific message has lasting value should fall to the department responsible for that particular class or series of records – typically the originator or custodian of those records. Other recipients should not retain messages longer than required for their respective job purposes. When that need no longer exists, the information should be destroyed. In other words, only the department responsible for retention of a specific type of information or record shall store and control the disposition of information, including that which is in electronic form. 

Questions about the proper classification (transitory or lasting value) of a specific message, record, or piece of information should be directed to the Information Security Officer. 

3.4 General Message Management 

Personnel and Third Parties are required to: 

1. Regularly check for new messages. 

2. Routinely move messages with lasting value to dedicated storage on departmental/office networked file system. 

3. Delete transitory messages as quickly as possible. 
4. Empty Deleted Items and spam or junk mail folders [every 7 days].

5. Delete messages that are [older than one year] from Inboxes, Sent Items, and other folders.
The [ORG] network will not be configured to store instant messages.

4.0 Backup Files 

Backup copies of email and messaging records will be kept for no more than [one week]. These backups are for system restoration and disaster recovery purposes, and are not designed to facilitate retrieval of deleted messages. 
5.0 Litigation Holds 

When litigation is pending or threatens [ORG] or its Personnel, the law imposes a duty to preserve all documents and records that pertain to the issues. A litigation hold directive must be issued to the legal custodians of those documents. 
A litigation hold directive overrides this retention policy until the hold has been cleared. 
Personnel or Third Parties who have received a litigation hold directive may not destroy or delete any email or message records that fall within the scope of that hold. Personnel and Third Parties are required to provide access to or copies of any email or messaging records that they have filed on paper or have stored electronically. 
This retention policy will be reinstated upon conclusion of the investigation. 


Addendum J: Website Security and Privacy Policy

1.0 Purpose

The purpose of this policy is to define appropriate security and protection of personal information collected on the [ORG] website.

2.0 Information Security

[ORG] has appointed an Information Security Officer to monitor privacy practices and maintains strict security procedures to protect visitor information. Access to visitor data is limited to specific individuals who are trained to respect user privacy. The access given to these employees is restricted to their need to know such information for business purposes.
3.0 Personal Information

[ORG] collects only the domain name, but not the email address of visitors to the [ORG] website. The information collected is used to improve the content of the site. The information is not shared with other organizations for commercial purposes. 
Information supplied online voluntarily by visitors to [ORG] including email addresses, postal addresses, and telephone numbers will be kept confidential.  [ORG] will not barter, trade, or sell access to this information.  Visitors who have supplied such information may receive periodic email, mailings and telephone calls about promotions and upcoming events. Visitors who do not want to receive such information should contact [ORG].
4.0 Credit Card Information
The [ORG] website uses SSLA Secured processing to encrypt credit card information provided [for online donation processing, class registration, event tickets, or as part of an order placed through online shop]. This eliminates the risk of the decoding of that information by anyone other than the [ORG] for the purposes of processing credit card charges. Visitors can verify the security of their connection by looking at the bottom of the browser window after accessing the server. An unbroken key or a closed lock (depending upon the browser) indicates that the secured processing is active. When accessing a secure server, the first characters of the site address URL will change from "http" to "https." 
5.0 Cookies
[ORG] does not employ "cookies" in order to gain information about people visiting the [ORG] website. [If cookies are used, specify if information is being collected or if the cookies are assisting the visitor in a passive manner.]
6.0 Children and Privacy
[ORG] encourages parents and guardians to spend time with their children online and to be fully familiar with the sites visited by their children. The [ORG] website will not contain content that is unsuitable for children.

7.0 Links to Other Sites
[ORG] security and privacy practices may differ from other websites linked to from the [ORG] website. [ORG] is not responsible for the privacy policy of any website linked to from this site.
8.0 Policy Updates
[ORG] reserves the right, in its sole discretion and without any obligation, to modify or correct any error or omissions in any portion of the [ORG] website. 
If [ORG] website security practices change at some time in the future, these policy revisions will be posted on the [ORG] website.
[Organization Name] Written Information Security Program
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